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Status 

1 )S Responsive to communication(s) filed on 18 April 2002 . 
2a)D This action is FINAL. 2b)M This action is non-final. 
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8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 
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Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 
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Specification 

The title of the invention is not descriptive. A new title is required that is clearly 
indicative of the invention to which the claims are directed. 

Claim Rejections - 35 USC §112 

The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of making 
and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and use the same and shall set forth the best mode 
contemplated by the inventor of carrying out his invention. 

Claims 6, 13 rejected under 35 U.S.C. 112, first paragraph, as based on a disclosure 
which is not enabling. Encrypting messages is critical or essential to the practice of the 
invention, but not included in the claim(s) is not enabled by the disclosure. See In re 
Mayhew, 527 F.2d 1229, 188 USPQ 356 (CCPA 1976). In order to decrypt a message it 
must be encrypted first. 



Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form 
the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

the invention was known or used by others in this country, or patented or described in a printed publication in this or a 
foreign country, before the invention thereof by the applicant for a patent. 

the invention was patented or described in a printed publication in this or a foreign country or in public use or on sale 
in this country, more than one year prior to the date of application for patent in the United States. 

(e) the invention was described in (1 ) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of 
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this subsection of an application filed in the United States only if the international application designated the 
United States and was published under Article 21(2) of such treaty in the English language. 

Claims 1-4, 7, 9-11, 14-18 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Chang et al. (U.S. Patent 6,157,953 referred to as Chang). 

For claim 1 , Chang teaches, a method for autonomic administration isolation for a 
secure remote management in a computer network, the method comprising the steps 
of: 

(a) isolating administrative access to a plurality of client systems in a computer 
network via a data center; and 

(b) utilizing the data center to control remote initiation of services in the plurality 
of client systems by an administrative system. 

(see Chang, Col. 3 lines 13-48) 

For claim 2, Chang teaches, the method of claim 1 wherein the utilizing step (b) further 
comprises the step of (b1 ) verifying authentication of the administrative system by the 
data center, (see Chang, Col. 3 lines 13-48) 

For claim 3, Chang teaches, the method of claim 2 further comprising the step of (b2) 
receiving service commands from the authenticated administrative system in the data 
center, (see Chang, Col. 3 lines 13-48) 
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For claim 4, Chang teaches, the method of claim 3 further comprising the step of (b3) 
determining in the data center whether the authenticated administrative system has 
authorization to perform the service commands in the managed client systems, (see 
Chang, Col. 3 lines 13-48) 

For claim 7, Chang teaches, an autonomic system for selective administration isolation 
for secure remote management in a computer network, the system comprising: 
a network; 

at least one administrator system coupled to the network; 
at least one client system coupled to the network; and 

a data center coupled to the at least one administrator system and to the at least 
one client system via the network, the data center for isolating administrative access to 
the at least one client system and controlling remote initiation of services in the at least 
one client system by the at least one administrative system, (see Chang, Col. 3 lines 
13-48) 

For claim 9, Chang teaches, the system of claim 7 wherein the data center verifies 
authentication of the at least one administrative system, (see Chang, Col. 3 lines 13-48) 

For claim 10, Chang teaches, the system of claim 9 wherein the authenticated at least 
one administrative system sends service commands to the data center, (see Chang, 
Col. 3 lines 13-48) 
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For claim 1 1 , Chang teaches, the system of claim 10 wherein the data center 
determines whether the authenticated administrative system has authorization to 
perform the service commands in the at least one client system, (see Chang, Col. 3 
lines 13-48) 

For claim 14, Chang teaches, the system of claim 9 wherein the network further 
comprises a world wide web network, (see Chang, Col. 7 lines 35-50) 

For claim 15, Chang teaches, a computer readable medium containing program 
instructions for autonomic administration isolation in a computer network for a secure 
remote management, the program instructions for: 

(a) isolating administrative access to a plurality of client systems in a computer 
network via a data center; and 

(b) controlling remote initiation of services in the plurality of client systems by an 
administrative system via the data center, (see Chang, Col. 3 lines 13-48) 

For claim 1 6, Chang teaches, the computer readable medium of claim 1 5 further 
comprising (b1) verifying authentication of the administrative system by the data center, 
(see Chang, Col. 3 lines 13-48) 
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For claim 17, Chang teaches, the computer readable medium of claim 16 further 
comprising (b2) receiving service commands from the authenticated administrative 
system in the data center, (see Chang, Col. 3 lines 13-48) 

For claim 18, Chang teaches, the computer readable medium of claim 17 further 
comprising (b3) determining in the data center whether the authenticated administrative 
system has authorization to perform the service commands in the managed client 
systems, (see Chang, Col. 3 lines 13-48) 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a 
person having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived 
by the manner in which the invention was made. 

Claims 5, 6, 12, 13, 19 and 20 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Chang et al. (U.S. Patent 6,157,953 referred to as Chang) in view of 
Buchanan etal. (U.S. Patent 6,665,674). 



For claim 5, Chang teaches, the method of claim 4 further comprising the step of (b4) 
issuing messages from the data center to the managed client systems when the 



Application/Control Number: 10/063,402 Page 7 

Art Unit: 2145 

authenticated administrative system does have authorization to perform the service 
commands, (see Chang, Col. 3 lines 13-48) 

Chang fails to clearly disclose, a trusted messages 

Buchanan teaches, a trusted messages (see Buchanan, Col. 5 lines 15-31) 

For claim 6, Chang-Buchanan teaches, the method of claim 5 further comprising (c) 
validating and decrypting the trusted messages in the managed client systems to 
perform the service commands, (see Chang, Col. 3 lines 13-48) (see Buchanan, Col. 5 
lines 15-31) 

The same motivation that was utilized in the rejection of claim 5, applies equally as well 
to claim 6. 

For claim 12, Chang-Buchanan teaches, the system of claim 1 1 wherein the data center 
issues trusted messages to the at least one client system when the authenticated 
administrative system does have authorization to perform the service commands, (see 
Chang, Col. 3 lines 13-48) (see Buchanan, Col. 5 lines 15-31) 

The same motivation that was utilized in the rejection of claim 5, applies equally as well 
to claim 12. 



Application/Control Number: 10/063,402 Page 8 

Art Unit: 2145 

For claim 13, Chang-Buchanan teaches, the system of claim 12 wherein the at least 
one client system validates and decrypts the trusted messages to perform the service 
commands, (see Chang, Col. 3 lines 13-48) (see Buchanan, Col. 5 lines 15-31) 
The same motivation that was utilized in the rejection of claim 5, applies equally as well 
to claim 13. 

For claim 19, Chang-Buchanan teaches, the computer readable medium of claim 18 
further comprising (b4) issuing trusted messages from the data center to the managed 
client systems when the authenticated administrative system does have authorization to 
perform the service commands, (see Chang, Col. 3 lines 13-48) (see Buchanan, Col. 5 
lines 15-31) 

The same motivation that was utilized in the rejection of claim 5, applies equally as well 
to claim 19. 

For claim 20, Chang-Buchanan teaches, the computer readable medium of claim 19 
further comprising (c) validating and decrypting the trusted messages in the managed 
client systems to perform the service commands, (see Chang, Col. 3 lines 13-48) (see 
Buchanan, Col. 5 lines 15-31) 

The same motivation that was utilized in the rejection of claim 5, applies equally as well 
to claim 20. 
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Claim 8 is rejected under 35 U.S.C. 103(a) as being obvious over Change et al. (U.S. 
Patent 6,1 57,953 referred to as Chang). 

For claim 8, Chang fails to clearly disclose, the system of claim 7 wherein the at least 
one administrator system includes authentication capabilities via an embedded security 
chip for unique system identification and biometric identification for unique user 
identification. 

It would have been obvious to on of ordinary skill in the art at the time of the invention 
was made to combine the system of Change with the method of checking a user's 
identity with an embedded security and biometric system in order to provided the most 
secure level of security for system that conventional password identification is 
insufficient. 



The prior art made of record and not relied upon is considered pertinent to applicant's 



Conclusion 
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Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Ajay M Bhatia whose telephone number is (571 )-272- 

3906. The examiner can normally be reached on M-F 8:30 am - 5:00 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Valencia M Wallace can be reached on (571)-272-6159. The fax phone 

number for the organization where this application or proceeding is assigned is 703- 

872-9306. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). 
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